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Onucanme kypca «OCHOBBI ceTeBbIX TeXHOJMOrHM. Yacts 2:
BecnpoBoanbie cetn Wi-Fi»

eneBast ayauropus

Kypc «OcnoBbl cereBbix TexHonorumid. Yacte 2: BecnipoBoansie cetn Wi-Fi» npennazHaueH
JUIsL  CETeBbIX  aJMHHHMCTPATOPOB,  CHEUUAINWCTOB  MPEANpPUATUN,  BHEAPSIOUIUX  HOBBIC
nH(OpMalMOHHBIE TEXHOJOTHH, CTYyACHTOB, acnupaHToB HampaBieHuit 230100 «Mudbopmatuka u
BeIUMCIHTENbHAsT TexHukay, 010500 «Marematuueckoe oOecrieueHre H aJIMHUHHCTPUPOBAHUE
nHpopMannoHHbIX cuctem», 231000 «lIporpammHas HMHKEHEpHs», CTYICHTOB CHEIUAIbHOCTH
090301 «KowmmbrorepHasi 0Oe3omacHocts», 210700 «MHDOKOMMYHHKAIIMOHHBIE TEXHOJOTHH U
CHCTEMBI CBSI3U», & TAK)KE BCEX, KTO MHTEPECYETCSI COBPEMEHHBIMU CETEBBIMU TEXHOJIOTHSIMH.

IIpexBapuTenbHasi NOATOTOBKA

Janubii Kypc TpeOyeT mpoxoxaeHus Kypca «OcCHOBbI ceTeBbIX TexHojoruid. Yacte 1:
[lepenaya 1 KOMMyTalMsl JAHHBIX B KOMIIBIOTEPHBIX CETIX».

Cepruduxarnl

N3y4uTh Kypc ¥ CAATh IK3aMEH MOKHO Ha IIOpPTAaje JUCTAHIIMOHHOIO O0yUYCHUs. Y YaCTHUKH,
KOTOpBIC YCICUIHO CAAIH TECThI M 9K3aMeH, morydaroT ceptudukar D-Link.

Onucanue Kypca

JmuTensbHOCTh Kypca — 32 akagemMuuyeckux 4daca. Kypc BKIIOYaeT JEKIHMOHHYIO |
MPAKTUYECKYIO YacTH.

Llenbio Kypca SIBISETCS M3Y4YCHHE TEXHOJOTMH JIOKAIbHBIX OECIpPOBOJIHBIX CETe cTaHmapra
IEEE 802.11, moaxomoB k mpoektupoBanuto cereii Wi-Fi, mpuoOpercHre HaBBIKOB pabOTHI C
TEJIEKOMMYHHUKAIIHOHHBIM 000pyI0BaHHEM KOTOPBIE MOYKHO MPUMEHUTH B Hadajie pabOThl B Ka4eCTBE
CHELMAINCTA 110 CETAM.

[IpakTudeckast 4acTh Kypca cOCTOMT U3 13 ynabopatopHbIX paboT, cpenu KoTophix 11 6a30BbIx
u 2 ¢axynbTaTuBHBIX. ba3oBble 1abopaTopHble pabOThI BKIIIOYAIOT U3YYEHHUE U HACTPOWKY OCHOBHBIX
napametpoB Todek nocryna D-Link, ¢ynkumii O6e3omacHOCTH, cerMeHTanuu OeCIpPOBOIHOM CETH,
CpPEACTB ympaBileHUss M MoOHMTOpuHra. OrtaenpHble J1a0opaTopHble  pabOTHl  MOCBSAIIEHBI
peoOpa30BaHUI0 €IUHHII U3MEPEHUS U pacueTy OeCrpOBOHON JIMHUM CBS3H.

@akynsTaTHBHBIE JTA0OpPATOPHBIE PAOOTHI BKIIOYAIOT M3YYEHHWE W HACTPOWKY CETMEHTAIHH
0ecrpoBOJHON CETH Ha OCHOBE 4acTOTHBIX nuana3oHoB U SSID/VLAN, a Takxke HacTpoOWKy TOYek
JOCTyNa C TOMOIIBI0 MporpamMmmaoro kourposuiepa Central WiFiManager. ®axkynbratuBHbIC
nabopaTopHbIe pabOThl MOTYT BBIIOIHATHCS IO YCMOTPEHUIO MIPETOIaBaTes.

Kypc MoxeT HCronb30BaThCsl KaK HE3aBUCHUMBIA WIJIM YacTh OOJBIIOTO Kypca B CPEIHHX
CHeLUAIbHBIX, MTPO()ECCHOHANBHBIX U BBICIINX 00Pa30BaTENbHBIX YUPEIKICHUAX.

B pesynbrare npoxoxaeHus Kypcea ciiynaTreiad CMOTyT:

e nonyuuTh 3HaHus 00 apxutektype IEEE 802.11;

® [IOHMMAaTh MEXaHHU3MBI IOCTyIa K OECIIPOBOIHOM cpejie nepeayy;

® [IOHMMAaTh MpOIECC MOJKIIOYEHHUS KIMEHTa K OECHpOBOJHOW CeTHM B MH(PACTPyKTypHOM
pexuMe;

® U3YYUTh METOJBI OOecTieueHHs 0€30MacHOCTH, UCTIONBb3yeMbIe B ceTsax 802.11;

e myunrh cnerudurkanuu 802.11a, 802.11b, 802.11g, 802.11n, 802.11aC u TEXHOJOTHH,

UCIIOJIb3yEMbIE B HUX;
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HAYYHUTHCS BBITOJIHATH OLICHKY OECIIPOBOIHON JIMHUM CBS3H,

U3YYHTh MOJXO/bI K MPOCKTUPOBAHUIO OecripoBOIHbIX ceTeit Wi-Fi;

U3YYUTh METOJIbl POYMUHTQ;

HAYYHMTHCS HACTPAWBaTh 000PYA0BaHUE OecpoBOAHBIX ceTeit Wi-Fi.

OobOopynoBanue

MuHnumanbHble TpeOOBaHHUS:
Jns mpoBeaeHuss Ja0opaTOpHbIX pabOT Mo Kypcy TpedyeTcs Cclenyromuil KOMIUIEKT
o0opynoBaHus (M3 pacueTa Ha y4eOHYIO TPYIITY, COCTOAIYI0 U3 10 4eoBek):

Touka mocryma DAP-2310 9 mT.
KommyTarop DES-1100-16 6 mrT.
Becnporoanoii aganrep DWA-160 wmm DWA-582 12 .
Antenna ANT24-0502 4 mT.
Pabouas cranmus 12 .
Hoytbyx 4 mrT.
KabGens Ethernet 15 mr.

OnmmoHansHO (A1 (haKyJIbTaTUBHBIX J1a00PaTOPHBIX padoT)

Touka noctyna DAP-2660 3 wr.
becnpoBoxnoii anantep DWA-182 3 mT.

Conep:xxanme Kypca

1 TexHosiornu 0ecIpPoOBOAHBIX ceTeil
1.1 Yro Takoe Wi-Fi?
1.2 OcHoBHBIE ycTpoiicTBa O€CIIPOBOIHON CeTH
1.3 IIpeoOpa3oBanHue eTUHUI] H3MEPEHUS

2 Apxurekrtypa IEEE 802.11
2.1 Yenyru IEEE 802.11
2.2 Kagp MAC cranmapra IEEE 802.11
2.3 Ynpasienue noctynom k cpeze B cranaapte IEEE 802.11

3 oak0ueHne KJIMEHTA K 0eCIIPOBOIHOM ceTH B HHPPACTPYKTYPHOM peKUMeE
3.1 CxanupoBaHue
3.2 AyTeHTHUKAIUS U acCOIUAIIS
3.3 Ayrentudukarnus RSN u 6e3omacHas acconmanus
3.4 JlonogHUTENBHBIC METO/IbI KOHTPOJISI JOCTYTIA K OECIIPOBOTHON CETH

4 Be3zonacHas nepesavya JaHHBIX B 0eCNPOBOIHBIX CeTAX
4.1 Ilporokon WEP
4.2 TIporokon TKIP
4.3 Tlpotokon CCMP
4.4 TIporpammel ceprudukanmn WPA/WPA2
4.5 Tporpamma ceprudukarmu Wi-Fi Protected Setup (WPS)

5 dusuveckuii yposenb IEEE 802.11
5.1 OcoOeHHOCTH MCIIONB30BaHUS PATUOYAaCTOTHOTO CIIEKTPa
5.2 Texnonoruu monysiiun pusnyeckoro yposas IEEE 802.11
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5.3 Cnemudukanus [EEE 802.11a
5.4 Cnemmdukanus [EEE 802.11b
5.5 Cnemudukanus IEEE 802.11¢g
5.6 Cnemmdukanus [EEE 802.11n
5.7 Cnemudukanus IEEE 802.11ac

6 Ouenka 0ecripoBOHOM JMHUH CBS3H
6.1 IIpumep pacuera JIMHUU CBS3H

7 IlpoexTHpoBaHHe OeCNIPOBOAHBIX ceTel
7.1 DTanbl IpOEKTUPOBAHUS OECIIPOBOIHOM ceTn
7.2 COoop uH(popMaIum 0 KIMEHTCKUX YCTpOHcTBax
7.3 IlmanupoBaHue MPON3BOANTEIHLHOCTH U 30HBI JICUCTBHS OSCIIPOBOIHOM ceTH
7.4 TlpennpoexkTHOE 00cIe10BaHUE MECTa YCTAaHOBKU OECIIPOBOIHON CeTH
7.5 Pa3BepThiBaHnE OECTIPOBOIHON CETU
7.6 IToctiipoexTHOE 0OCIe10BaHNE U TECTUPOBAHUE CETU

JlaGopaTopHbie padoThbI

Jlaboparopnas pabota Nel. IIpeodpa3zoBanne eTUHUI] H3MePeHHs B 0€CTIPOBOIHBIX CeTAX
Jlabopatopnast pabora Ne2. Co3nanue 6eclipoBO/IHON ceTH B HHPPACTPYKTYPHOM peKUMe
JlabopaTopnast pabora Ne3. O0bennHeHue HHPPACTPYKTYpHBIX BSS ¢ onnum umenem SSID
yepe3 pacnpene/IMTebHYI0 CHCTeMY

Jlabopartopnas pabota Ne4. UccaenoBanue kaapoB MAC cranaapra IEEE 802.11
Jlaboparopnas padota Ne5. M3yueHne nacCHBHOTO U AKTHBHOI0 CKAHHPOBAHUS
JlaGopatopHas pabota Ne6. ObecneyeHne 0e30MaCHOCTH B 0eCNIPOBOAHBIX CeTAX
JlaGopatopHnast pabora Ne7. PacueT GecnipoBOAHOI JIMHUM CBSA3H

JlaGopaTopnast pabora Ne§. BiiMsiHMe CKOPOCTH MepeIayu HA MPOU3BOAUTEIbLHOCTh M JaJIbHOCTH
IelCTBHA CeTH

Jlaboparopuas padota Ne9. Hactpoiika pacnpenesnennoii ceru (WDS)

Jlabopartopnast pabora Nel(0. HacTpoiika cerMeHTallM CETH

Jlabopartopnast pabota Nel 1. Hacrtpoiika ¢pynknuu AP Array

PakyJbTaTHBHBIE JIa0OpaTOpPHbIe padoThI

Jlaboparopnas padota Nel2. CermeHTanusi 6ecClipoBOIHOM ceTH HA OCHOBE ABYXIMANA30HHBIX
TOYeK J0CTyma
Jlaboparopras padota Nel3. HacTpoiika nporpaMmHoro koutpoJsiiiepa CWM-100



